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Abstract. In this paper, we argue that simulation of Networked Con-
trol Systems (NCSs) needs to be carried out through co-simulation,
which requires the joint and simultaneous simulation of both physical
and communication networks dynamics. Co-simulation enables construc-
tion of synthetic large-scale networks and workloads, replay of collected
traces, and obtaining a complete snapshot of both the network behav-
ior and the physical systems states. Therefore, co-simulation provides
in-depth understanding of the interaction between communication net-
works and physical systems dynamics. In this paper, we overview three
co-simulation tools that we have developed for NCS co-simulation. The
first two tools are extensions to ns-2 called Agent/Plant and NSCSPlant;
the third tool integrates Modelica and ns-2. For each tool, we present
demonstrative case studies that highlight its capabilities.

1 Introduction

We are witnessing technological advances in VLSI, in MEMS, and in communica-
tion networks that have brought devices with sensing, processing, actuating, and
communication capabilities. These devices have contributed to the formation of
Networked Control Systems (NCSs) [1]. The fundamental motivation of NCSs is
that they extend the distributed control of the physical world beyond distance
barriers [2]; see Fig. 1. Representative applications include industrial automa-
tion, distributed instrumentation, unmanned vehicles, home robotics, distributed
virtual environments, power distribution, and building structure control [3].
Successful design and implementation of NCSs necessitate the existence of
simulation tools that allow verification, validation, and evaluation of different
control and network algorithms. In this paper, we argue that simulation of NCSs
needs to be carried out through co-simulation, which requires the joint and si-
multaneous simulation of both physical and communication networks dynamics.
The need for co-simulation originates from the fact that the NCS field is an
interdisciplinary one that combines the study of control theory and communica-
tion networks. In its simplest form, a NCS consists of a single physical system
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Fig. 1. (left) NCSs integrate sensing, processing, and actuation tasks that enable re-
mote monitoring and control of the physical world. (right) A networked control system
with one controlled system (a.k.a. plant) and one controller; both the sensor and the
actuator are co-located at the plant site. Figures reproduced from [3].

and a remote controller such as the one in Fig. 1 (right). The sensor samples
the values of physical quantities, writes them in a packet, and sends the packet
over the network to the controller. The controller examines the received sample
to generate a control signal that is then sent over the network to the actuator.
Although more complex scenarios are possible, the most fundamental concern is
to understand how the communication network and the NCS affect each other
as a function of network traffic and topology, and in terms of NCS stability and
performance. For example, NCS packets transmitted over the network will incur
delays that are often time varying. A central concern is then to understand how
these time-varying delays affect the performance or the stability of the NCS.
On the other hand, a NCS would sample and transmit sensed data at a rate
that is appropriate to achieve some performance levels. However, if this rate is
higher than the network bandwidth capacity, the network becomes congested,
thus leading to additional packet delays, losses, and jitter [2]. In a nutshell, the
study of NCSs necessitates an integrated approach that combines the disciplines
of networking and feedback control.

Pursuing a pure analytical approach is likely to be intricate especially when
considering multiple NCSs in a wide-area setting, e.g., the Internet. Mathemat-
ical formulation and analysis based on fixed delays and on regular sampling
intervals may no longer be applicable when packets carrying sensed and control
data are subject to long and time-varying delays or the possibility of being lost.
Since co-simulation will at least lead to a numerically tractable analysis of the
overall system, we believe that co-simulation will be critical to the study of com-
plex systems and of scalable control algorithms in such wide-area settings. In
these cases, co-simulation enables us to construct synthetic large-scale networks
and workloads, to replay collected traces, and to obtain a complete snapshot
of both the network behavior and the physical systems states. For these facts,
co-simulation is a key step in NCS co-design, whereby network issues such as
bandwidth, quantization, survivability, reliability, scalability, and message delay
are considered simultaneously with controlled system issues such as stability,
performance, fault tolerance, and adaptability [4].

A common feature for any co-simulation tool is that it needs to capture
both the physical and the communication dynamics. For the simple example in



Fig. 1 (right), the tool simulates the physical system and derives the system
output that is captured by the sensor at the sampling instances. Then, packets
are simulated to traverse the network links from sensor to controller, incurring
latencies and subject to the possibility of being lost. The simulated controller
computes the control signal and inscribes it into a packet that is delivered over
the simulated network to the actuator. Finally, the tool simulates the action
taken by the actuator. The effectiveness of co-simulation relies on how well a
tool describes the dynamics of both the physical systems and communication
networks involved. For network dynamics, the tool needs to simulate detailed per-
packet events, such as packet forwarding and transmission over communication
links, as well as packet enqueueing and dequeueing at different network nodes.
As for physical dynamics, the tool should allow the expression of differential
algebraic equations (DAEs), be able to solve DAEs, and have the capability of
catching events, e.g., zero crossing. In short, it should be capable of simulating
general hybrid dynamical systems [5, 6].

In this paper, after reviewing the related work (Sect. 2), we present our
approach for the NCS co-simulation in Sect. 3. Sections 4 through 6 elaborate
on our approach by overviewing three tools we have developed for NCS co-
simulation. For each tool, we highlight its capabilities and present demonstrative
case studies. Finally, Sect. 7 concludes the paper.

2 Background and Related Work

There have been well-developed simulation tools that target the simulation of
either networks or physical systems separately. For example, networks simulators
include ns-2 [7] and OMNet++ [8]. On the other hand, simulations of physical
and embedded systems utilize hybrid systems tools, which allow the construc-
tion and the simulation of systems involving continuous and discrete dynamics.
Examples of hybrid systems simulation tools include Modelica simulation envi-
ronments [6], Simulink [9], Ptolemy [10], and adevs [11].

Simulation of NCSs, which involve the interaction between communication
networks and physical systems dynamics, can leverage on the previously men-
tioned tools. One direction is to utilize and to extend hybrid systems simulation
tools to also simulate the events and dynamics of communication networks. An
example of a tool that follows this approach is TrueTime [12]. However, True-
Time has support for only local-area networks simulations. Specifically, it al-
lows the simulation of only the physical and the medium-access layers [12]. This
limitation inhibits its applicability to more general networks that incorporate
higher-layer network protocols, e.g., routing, transport, and application proto-
cols, and geographically distributed networks, such as WANs. Providing support
for general network settings in TrueTime can be a formidable task because such
higher-protocols in general utilize complex algorithms that are distributed in
nature and encompass multi-hop nodes. This same discussion applies to other
tools that try to extend hybrid systems simulation tools to support network-side
simulations; see for example [13], where Ptolemy was extended to simulate wire-



less sensor networks. An alternative direction is to extend a network simulator,
such as ns-2, to include the capability for physical systems simulations. In Sect.
4 of this paper, we review one such tool, which is an extension of ns-2 called
Agent/Plant. With Agent/Plant, physical dynamics of an environment and
control algorithms can be modeled by ordinary differential equations (ODEs)
and then solved within the simulation script or via a call to an outside util-
ity, e.g., the 0de UNIX utility or Matlab. The same approach was also used in
the ns-2 agents NSCSPlant and NSCSController (see Sect. 5 and [2]). A third
direction is to marry a full-fledged network simulator and a full-fledged physi-
cal dynamics simulator. The integration of the two domain-specific simulators
would then furnish a tool that combines the best features of the individual sim-
ulators. Such a methodology was sought in [14], where ns-2 was integrated with
adevs. Although the tool was developed specifically to simulate power systems
and networks, it can be applied to NCSs in general because the discrete-event
simulator, adevs, can be used to simulate general hybrid systems. In Sect. 6
of this paper, we present a tool that is similar in spirit to [14], where we com-
bine ns-2 with Modelica. However, in contrast to [14], our tool does not require
deriving mathematical modeling equations for system states nor the formula-
tion of input/output and state transition automata. Since Modelica’s simulation
environments, e.g., Dymola, have the nice features of drag-and-drop and ease-
of-use in building physical systems models, our tool can be accessible to a wide
spectrum of investigators, especially those with little background in hybrid and
physical systems modeling.

Independent of our research, [15] integrates ns-2 with the MoCoNet platform.

3 Owur Approach

Our approach is to rely on and to combine well-established simulation tools for
networks and for physical systems as much as possible. For example, for the
network-side simulations, we employ ns-2 [7], which is a widespread discrete-
event simulator developed to facilitate the simulation of network protocols at
different layers of the Internet stack, including the MAC, network, transport,
and application layers [16]. ns-2 simulates the exact dynamics and events of
individual packets while traversing network elements, e.g., communication links
and routers. With ns-2, different network topologies can be constructed, and
several network technologies can be simulated, such as wireline, wireless, local-
or wide-area networks; or a hybrid of these.

Although ns-2 supports some real-time applications, such as multimedia
streaming protocols, it still lacks support for applications that involve real-time
sensing, actuation, and control. Specifically, ns-2 lacks the ability of simulating
continuous-time dynamics, supporting event-catching, and constructing models
for physical systems. However, a nice feature of ns-2 is that it is evolvable in the
sense that new protocols and algorithms can be added to the already existing
ones. In particular, ns-2 exposes well-defined APIs that greatly facilitate devel-
oping new traffic sources, traffic destinations, and router queueing algorithms. In



Sects. 4 through 6, we discuss how to exploit this to extend ns-2 and combine it
with other tools to provide the ability of simulating physical systems dynamics.

For illustration, we next present a short example of setting up a network
topology in ns-2. A Tcl simulation script can be written to define the network
topology, to define traffic sources and destinations, and to schedule events. For
example, the following Tcl snippet defines the network in Fig. 2.

# Create nodes and label them
set n0 [$ns node]

$n0 label "Controller"

set nl1 [$ns node]

$n1 label "Router"

set n2 [$ns node]

$n2 label "PlantO"

# n3-nk are defined similarly here (code suppressed)
# Connect the nodes with a star topology
$ns duplex-link $n0 $nl1 1Mb 1ms DropTail

$ns duplex-link $nl $n2 1Mb 1ms DropTail

# Links connecting nodes n3-nk to nl are
# defined similarly here (code suppressed)

Plant0

Controller Router

@ Lq:cq/dy

Plantl

Fig. 2. A network topology consisting of several end-hosts (plants or controllers) con-
nected via a router. Each communication link L; is characterized by the bandwidth ¢;
and the propagation delay d;. The number of plants, j, ¢;, and d; may be varied across
experiments.

To simulate network traffic, one can then attach, say, a TCP traffic source
at node 0 and a TCP traffic sink at node 2, and then simulate the transfer of a
virtual file from node 0 to node 1 using FTP. In the next three sections, we show
how to use our contributed packages to simulate the flow of sensory and control
packets to accomplish feedback control over a network simulated via ns-2.



4 The Agent/Plant Extension

To support NCS co-simulation in ns-2, we have implemented an extension of
ns-2 to simulate physical dynamics and control laws, and the transmission of
sensor and control packets between plants and controllers. The extension sup-
ports a new type of ns-2 agent, called Agent/Plant, that represents the interface
between the physical and the network dynamics. An Agent/Plant can take the
role of a sensor, a controller interface, or an actuator depending on its usage in
the simulation script. Pairs of plants are connected to each other, after which
they can exchange sampled data and control instructions.

4.1 Agent/Plant Usage

Agent/Plant is a generic ns-2 agent, which allows simulation of different con-
figurations of NCSs. For example, it can be used to simulate any combination
of time-driven and event-driven plants and controllers. Also, it allows simula-
tion of various plant dynamics (e.g., continuous, discrete, linear, or nonlinear)
and various corresponding controllers (e.g., P or PI). To achieve such flexibility,
Agent/Plant requires two functions to be defined in the Tcl code, which are
sysphy and smplschd; see [17] for fuller details.

sysphy: The function sysphy is used by plants to simulate the physical dynamics
of the controlled system and to apply control signals arriving from controllers
(with actuators). Likewise, it is used by controllers upon receiving sensed data
packets and when computing the control signals. Physical dynamics and control
algorithms can be modeled by ODEs that are solved directly inside sysphy or
via a call made to external utility, e.g., the 0de UNIX utility or Matlab.

smplschd: The function smplschd schedules a future invocation to sample the
system (sensor or controller) output. The function is especially helpful in the
case of sensors to implement fixed or variable sampling-rate policies. It is also
used at the controller site to trigger the transmission of control messages.

4.2 Example

A pair consisting of a plant (including a time-driven sensor and an event-driven
actuator) and a corresponding event-driven controller can be instantiated and
attached to nodes 2 and 0 of Fig. 2, respectively, as follows:

# The two functions, sysphy and smplschd, are defined
# here to include dynamical equations that simulate

# the plant dynamics and the controller algorithm;

# see [17] for examples how to accomplish this.

# Create a controller agent and attach it to node nO



set cO [new Agent/Plant]
$ns attach-agent $n0 $cO

# Create a plant and attach it to node n2
set p0 [new Agent/Plant]
$ns attach-agent $n2 $p0

# Connect the two agents
$ns connect $cO0 $p0

# Schedule events
$ns at 0.1 "$pO sample"
$ns at 16.0 "finish"

4.3 Case Studies

To demonstrate the capabilities of Agent/Plant, we study the influence of the
configuration and the time-dependent dynamics of a network on NCSs. Other
experimental results using Agent/Plant appeared in [4, 18].

The Impact of Buffer Size. We start by considering several linear scalar
plants that are connected via the network in Fig. 2 (i.e., the plants are attached
to nodes 2, 3, ..., k). Each plant is controlled by a proportional controller that is
attached to node 0 (see also the sample code in Section 4.2). The plant dynamics
and controller law are defined as follows:

@(t) = ax(t) +u(t),  yt) =),  w=K(R(E)-yd), (1)

where z(t) is the plant’s state; y(¢) is the plant’s output; u(t) is the plant’s
input that is sent by the controller; a is the plant constant; K is the controller
proportional gain; R(t) is the reference trajectory the plant is required to follow.

Now, we study the impact of router buffer size on the number of NCSs that
can be accommodated by a given network topology. Large buffer sizes lead to long
queueing delays but less packet loss; whereas small buffers sizes lead to relatively
shorter queueing delays and higher packet loss rates. Because both delays and
losses affect the NCSs performance and stability, buffer sizes is expected to be a
critical factor on the number of NCSs that can be accommodated in particular
network configurations. For the network in Fig. 2, we investigate the impact of
the router’s buffer size on the number of NCSs for two cases: when the buffer
size is four and when it is two. For each buffer size, we vary the number of NCSs
from 1 to 39 and for each experiment, we report the packet drop rate at the
router. The parameters of each NCS are as follows: a = 100; K = 101; R(t) =1
(i.e., unit step response); the initial plant state is (0) = 0; and the sampling
interval is constant and is drawn from a uniform distribution between 5ms and
15ms. The network parameters are as follows: ¢; = 1.544Mbps; d; = 1lms. For
each link L;, where i > 1, ¢; = 100Mbps and d; = 120us. Finally, all packet
sizes are 48B. The results depicted in Figs. 3 and 4 obviously show the striking
difference between the performance when using different buffer sizes.
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Fig. 4. Buffer of size 2: drop rate for n = 1,...,39; plant response for n = 20 and for
n = 39. Figure is reproduced from [4].

Experimental Sampling Period and Delay Stability Region. Agent/Plant
provides the flexibility for simulating arbitrarily complicated plant dynamics and
networks beyond the previous settings. In particular, Agent/Plant can be used
to simulate nonlinear plant dynamics. In [19, 18], we demonstrated the strength
of co-simulation by using Agent/Plant to characterize an empirical Sampling
Period and Delay Stability Region (SPDSR) for a 4-dimensional pendulum-cart
system. The empirical SPDSR was compared to the analytical SPDSR, which
assumes fixed sampling periods, fixed delays, and no data losses.

5 The NSCSPlant and NSCSController Extensions

We developed two new ns-2 agents that are based on the Agent/Plant frame-
work. These two agents are referred to by NSCSPlant and NSCSController,
which stand for networked-sensing-and-control-systems plant and controller, re-
spectively. NSCSPlant is an abstract agent class, which can be used to instan-
tiate several controlled systems, each of which simulates a physical system:;
NSCSController can be used to instantiate controllers. NSCSPlant supports
adaptive sampling policies, whereby the sampling rate is adjusted based on a
utility (performance) function associated with a particular plant.

The two new agents were used to study the bandwidth allocation problem
in NCSs; see [2]. According to the proposed scheme in [2], routers monitor the
congestion level on links and convey this information back to plants via a spe-
cial header in the sensor and controller packets. NSCSPlant then regulates its



sampling rate based on the associated utility function and using the congestion
information fed back from network routers. The proposed scheme of [2] achieves
a fair allocation by ensuring that the aggregate utility of all NCSs is maximized.

5.1 Case Study

Consider two NCSs sharing the bottleneck link L; of Fig. 2. The two plants and
their respective controllers are governed by (1). The first NCS, ncsp, is param-
eterized by ag = 0.1, Ky = 2.0. It starts sampling (i.e., acquires the network)
at time 50s, and stops at time 150s. The second NCS, nscy, is parameterized
by a3 = 1.0, K1 = 5.0, starting time = 0s, and ending time = 100s. Each NCS
transmits packets based on the following utility function
Ui(r;) = G Bipare e {0,1},
Q;

where r; is the sampling (transmission) rate for ncs; (see [2] for more details).
The network parameters are ¢c; = 1.0Mbps, di = 5.0ms, ca = c¢3 = 10.0Mbps,
dy = d3 = 1.0ms. All packets are 100B. Both plants are required to follow R(t)
shown in Fig. 5(a). Figure 5(b) shows how ncs; adapts its transmission rate by
reducing its sampling rate when ncsg starts operating; and how ncsg increases
its sampling rate when ncs; stops operating. The two NCSs share the bottleneck
bandwidth according to their utility functions. Moreover, the allocation scheme
retains 100% network utilization during all time intervals (this can be inferred by
adding transmission rates of ncsg and nesy during each interval). Both NCSs stay
stable and track the reference signal accurately (Figs. 5(c) and 5(d)). For more
experimental results utilizing the two agents NSCSPlant and NSCSController,
see [20,2,21], where we experimented with a larger number of NCSs.

6 Modelica/ns-2 Integration

Although the Agent/Plant has much flexibility, modeling of large physical sys-
tems, especially those incorporating systems of subsystems and those including
hybrid dynamics, becomes a tedious, and perhaps an error prone, task. There-
fore, it would be rational to exploit any of the tools that facilitate the con-
struction and simulation of physical systems models, and combine it with the
Agent/Plant. One such tool is Modelica. Modelica is a modeling language for
large-scale physical systems. It supports model construction and model reusabil-
ity; supports acausal modeling; has numerous available libraries, e.g., power
systems, hydraulics, pneumatics, and power train; and has available commercial
and open source simulation environments [6].

Since both Modelica and ns-2 are not readily interoperable, we integrate
them by creating interprocess communication interfaces in ns-2 and in Model-
ica. We have created a new ns-2 application that is responsible for communi-
cating to a corresponding Modelica model. For example, the ns-2 application
can receive packets in the ns-2 simulation and use their payload to set a control
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signal in a corresponding Modelica actuator. On the Modelica side, we have writ-
ten inter-simulator communication routines that we can link to generic sensor
and actuator models. As a result, simulator communication is achieved by pairs
of corresponding modules, one in each of the two simulators [22]. The Modeli-
ca/ns-2 intercommunication mechanics guarantees the synchronization between
the two simulators such that events from one simulator propagate to the other at
the appropriate time [22]. The intercommunication relies on UNIX named pipes
and is explained in Fig. 6.

In [22], this combined tool was used to simulate a NCS consisting of a power
transmission system that is controlled over a wide-area network. In that scenario,
the power system involved typical power grid elements, including a permanent-
magnet generator, a transmission line, and time-varying loads. The scenario also
included a PID controller to regulate the generator’s output voltage under vary-
ing load, using output measurements sent over the network. Our co-simulation
tool enabled us to investigate the influence of network cross-traffic on the NCS’s
ability to stabilize the voltage.

6.1 Case Study

In this paper, we apply our Modelica/ns-2 co-simulation tool to a NCS involv-
ing a drive train that is controlled by a PI controller (see Fig. 7). The model
is constructed using blocks from the Modelica standard library plus our new
Network block that communicates with ns-2.
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For the scenario in Fig. 7, the objective is to control the motor inertia
(Inertial) to follow the reference speed signal shown in Fig. 8. The reference
speed is generated by the two blocks KinematicPTP and Integrator. The output
of the controller is a torque that drives Inertial. The load inertia, Inertia2,
is attached to Inertial via a compliant spring-damper component. Also, there
is a constant external torque of 10Nm acting on the load inertia. The speed
measurements from Inertial are transported to the PI controller over a com-
munication link that is shared with other traffic flows. Finally, Network is our
newly developed Modelica block that contains the inter-simulator routines to
allow Modelica models to communicate with ns-2.

Now, assume that the packets carrying the speed measurements flow from
node 2 to node 0 of the network in Fig. 2. In this example, the network exists
only in the feedback path that connects the plant to the controller but not in
the forward path that connects the controller to the plant. Furthermore, we
assume that the link L; is also traversed by cross-traffic corresponding to a
multimedia application whose source and destination are attached to nodes 3
and 0, respectively. The network parameters are the same as those in Sect. 5.
The speed is sampled at constant intervals of 2ms, and the samples are inscribed
into packets of size 100B. The multimedia source starts injecting packets in the
network at time 2sec and lasts for only 1sec. The multimedia packets are 1000B.
We consider the effect of cross-traffic on the drive train NCS for two cases: when
the multimedia source transmits at a constant rates of 625Kbps and 715Kbps.
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Fig.7. A drive train NCS created by inserting our Network block into an example
system that is part of the Modelica standard library [6]. The plant is a cascade of
five mechanical elements: Torque, Inertial, Spring, Inertia2, and LoadTorque. The
Plant is controlled by a PI controller, PI, to follow the reference speed generated by
the two blocks KinematicPTP and Integrator. The SpeedSensor measures the speed
of Inertial at fixed sampling intervals. Network is responsible for communicating back
and forth with ns-2 to relay and receive packets.

Figure 9 shows the speed of Inertial, i.e., w in Fig. 7, for these two cases.
Obviously, the multimedia rate of 715Kbps leads to more contention between
multimedia and NCS packets than that of 625Kbps. When the aggregate rate
of both the NCS and of the multimedia traffic exceeds c1, packets are enqueued
in the router buffer (see Fig. 10). As a result, queueing delays deteriorate the
control performance and jeopardize the NCS’s stability.

0 1 2 3 4
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Fig. 8. The reference speed that Inertial is required to follow.
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Fig. 10. The queue length at the router of Fig. 2 for the two cases when the multimedia
application sends packets at a constant rate of 625Kbps and 715Kbps.

7 Conclusions

We overviewed three tools that we have developed for the co-simulation of Net-
worked Control Systems (NCSs). All of our tools use ns-2 to simulate the com-
munication networks side. The first two tools require modeling of and deriving
equations for physical dynamics. Our newly developed tool integrates Modelica
with ns-2 so it reduces physics modeling time, effort, and errors. We argued that
co-simulation is indispensable to the study and further progress of NCSs because
NCSs, in general, involve hybrid and time-varying dynamics, thus making pure
analytical approaches intractable in large scale configurations.

That said, we have not examined the scalability or optimality of our proposed
co-simulation paradigm. Specifically, one should examine how the computation
time and memory usage of co-simulation scale as the number of plant models
and their complexity increase. These matters are the subject of future research.
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